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Medical privacy breach
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Providing data for homework site

Impact to the Goals
Patient Safety

Employee Impact

Compliance

N/A

N/A

Potential violation of HIPAA law

Hospital Data Breach Exposes Medical Information for 20,000 Patients
California
September 9, 2010 - August 23, 2011

Unfortunately, privacy of health records has become an increasingly frustrating issue. The Department of
Health and Human Services revealed that records for 11 million people were potentially made public for over
two years. A recent medical records privacy breach has made the news for the length of time the records
were publicly exposed.

A hospital in California recently notified 20,000 patients that their data had been published on a commercial
website from September 9, 2010 to August 23, 2011. The published data was discovered by a patient and
had been used to demonstrate the use of turning data into a bar graph. This particular data had been given
to an outside contractor for billing purposes. Although it did not contain information usually used for identity
theft - such as social security numbers, it did include names and diagnosis codes, meaning that extremely
personal information was included.

We can examine this issue in a Cause Map, or visual root cause analysis. A Cause Map begins with the
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