@ Problem

What
When

Where

Impact to the Goals

Problem(s)

Date

Different, unusual, unique
Facility, site

Unit, area, equipment
Task being performed

Patient Safety
Employee Safety
Compliance

Patient Services
Property/ Equipment
Labor/ Time

Frequency

Analysis of Causes of Patient Data Breaches

Loss of patient HIPAA data

United States
February 2010 - September 2013

February 2010 - September 2013

Most data loss due to theft

United States

Patient health records

Recording, transferring or storing patient data

Possible impact to patient care

NOTE: Readthe Cause Map from left to right with the
phrase "Was Caused By" in place of each arrow.

Wh,

le—

%

Effect Cause

Possible action against employees

HIPAA Breach

Loss of patient data

Loss of patient data

Notification, recovery, recreation of records

26.8 million individuals affected since Feb 2010

L1073

Type of Breach

Data

Breach analysis and graphs created by medical
software research resource Software Advice:
http://profitable-practice.softwareadvice.com

Unauthorized Access
Loss

Combination
Hacking/IT Incident
Improper Disposal

Goal Impacted

@ Analysis

Patient Safety

Potential for
incomplete
patient records

Possible impact] 2

to patient care <7

Patient
Services Goal

Impacted

Property/

Equipment
Goal Impacted

Compliance

Goal Impacted HIPAA breach [<—

Medium of Breach

12553

Other ) Notification,
Unknown Labor/ Time recovery, | |
Goal Impacted recreation of
records
@ Solutions
No. Possible Solutions Cause(s)
1 Encrypt physical storage devices
1yptphy = 9 Theft, loss
2 Store records in the Cloud
Unauthorized access,
3 Limit access to record storage access to record storage
° location
H E:sgp 4 Do not allow removal of records from | Removal of records from
Other Portable Device site primary storage site
© Network Server Limited liability of
Other Ensure treatment of records covered y
@ Computer 5 s contractors/ Business
@® Combination Associates (BAs)
@ Desktop Computer
® E-mail
@ Electronic Medical Record

Employee

ThinkReliability

F PreventF

Safety Goal

Houston, Texas 281-412-7766

ThinkReliability.com

Impacted

Cause Mapping is a Root Cause Analysis method that captures basic
cause-and-effect relationships supported with evidence.

CAUSE MAPPING

Problem Solving - Incident Investigation « Root Cause Analysis.

What's the
Step Problem Problem?
A Why did it
Step 6 Analysis hap{}en?
What will be
Step done?

Possible solution:
Encrypt physical
storage devices

Possible solution:
Limit access to

Possible solution:
Store records in the

Cloud record storage
Access to
— Theft record storage
location
AND/OR
L f patient Possible solution:
| |Lossofpatient| | Encrypt physical
data storage devices
Possible solution: Possible solution:
Store records in the Do not allow
Cloud removal of records
Removal of
records from
Loss primary storage
site
AND/OR
Use of
i electronic
Hacking health records
(EHRs) ?
AND/OR

Possible solution:
Store records in the

Cloud
Improper Possible solution:
— : Ensure treatment of
disposal .
records covered in
lcontract
Limited liability of
AND/OR contractors
(Business
Possible solution: Associates - BAs)

Limit access to
patient records

Possible action
against
employee

Unauthorized
access
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